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Abstract. The paper concerns the quantum cryptography, rspeeifically, the quantum secure
communication type of schemes. The main focusdheremaking comparison between the distinct
secure quantum communication models — quantum selitact communication and deterministic
secure quantum communication, in terms of threaupaters: resource efficiency, eavesdropping
check efficiency, and security (degree of preserttie confidentiality).
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1 I ntroduction

Communication, in its general sense, is a sharfrigformation between two or more parties by
any means regardless of the distance. There armaibaspects that ensure the proper communication
process. They are information security that inve&A (Confidentiality, Integrity, Availability)
(Nieles, 2017) and reliability. In the following,enshall consider ourselves only with the secunity,
particular, the confidentiality. A solution to tltenfidentiality problem in communication systems is
the encryption of the sharing data during its tfans.e., making use of cryptographic primitivesthe
communications.

In the world of classical cryptography, one carnidgiish two main classes of cryptographic prim-
itives: symmetric and asymmetric (Stallings, 208&ide from their assets though, these types aipri
itives have substantial drawbacks, which could leadompromising the confidentiality of communi-
cation systems. The problem of symmetric cryptogyap related to not having reliable key distribu-
tion, whereas the problem of the common asymmetyiptography is not the key distribution, but not
being quantum-resistant, that is, it can be esésken by algorithms run on quantum computers. How-
ever, there exist classical crypto methods notrigaguch drawbacks, i.e., being assumed to be com-
pletely secure (Cheng, 2017). Although secure naysdhe latter, for their being computational-com-
plexity-based, could in some future instant of tinecbroken by discovering appropriate algorithms.

Luckily, alongside the quantum computing, the fiefdquantum cryptography has blossomed as
well. The latter could be even resistant to possijfplantum attacks, that is to say, it is the onigvkn
technique at this time that provides an unconditigmivacy in data transfer. As opposed to itssitzd
counterpart, the quantum cryptography securenefiseido its utter reliance on the physical laws-gov
erning the microscopic world of fundamental paetic{e.g. photons). In order to break the cryptdgrap
of this kind, one has to get over the laws of Natan action unlikely to be done.

This kind of cryptography consists in using fundatakparticles as data carriers. The information
is encoded into the properties of the particlescivimanifest quantum character whose fuzziness and
strangeness provide uncracking masquerade of the ldaaddition to that, the quantum cryptography
has the advantage over its classical counterpatianit is able to not only conceal the informatio
transmitted over an insecure channel but also/eateéhe presence of an unauthorized person, &seav
dropper, in a communication link. That is why, fiee two reasons just mentioned, the quantum crypto-
graphic primitives are regarded as probably thetmpowerful tool against any kind of attacks known
to date.

In general, there exist two main types of quantuimigives — quantum secure communication
(QSC) and quantum key distribution (QKD), which epasidered in Section 2. Particular attention will

Page| 21



Technical University of Varna DOI: 10.29114/ajtuv.voll.iss1.27

Annual Journal Vol.1 Issue 1 (2017):
Published: 2017-12-28

| SSN 2603-316X

be paid on QSC systems, as the latter will be fledsand analyzed. The main idea of the paper,-how
ever, is presenting a comparison between the diffarlasses of QSC with respect to three parameters
resource efficiency, check efficiency, and secuds/shown in Section 3.

2 Quantum primitives

All'in all, these primitives are quantum communicatprocesses between two or more parties fol-
lowing a certain sequence of steps: (i) establgshimuantum channel, (ii) performing eavesdropping
check, (iii) data translation over the quantum ciesecured.

Clearly, the protagonist in the foregoing stephésquantum channel, which is a set of devices and
systems, whereby quantum systems (fundamentatiesitare conveyed; one system at a time. For the
guantum particles used in the quantum communicateor photons, the quantum primitives can be
deployed into the already installed telecommunacadptical resource, but with one exception: ingom
cases, the terminal devices that are to be usdchfdementing quantum communications have to be
of one-photon type (Bebrov, 2017), (Diamanti, 20B3tablishing a quantum channel means sharing
guantum particles between two or more parties. &ropping check, in turn, is a supplementary pro-
cess included into the primitives so as to be itifvhether or not the quantum channel is intessgpt
Whereas data translation consists in transferpnggessing and reading out the information encoded
into the quantum systems conveyed over the quaohamnel.

Based on the above-stated points, the most commbpr@minent quantum primitives existing to
date have been developed: the quantum key distib(Bebrov, 2017; Diamanti, 2016) and quantum
secure communication (Long, 2007). The QKD is ttezpss of securely sharing a key between parties
in a quantum way, i.e., transferring the key infation particle by particle, as shown in Fig.latum,
the QSC is the process of quantum data transfarsecure fashion. In the latter the communication
does not resort to encryption/decryption procedutes translation of information is performed in a
direct manner, as shown in Fig.1b.

sender DATA TRANSLATION receiver

data source |encryption classical channel

decryption |data readout

QKD ACK QKD ACK
— EE— KEY DISTRIBUTION

quantum channel

(@)

sender receiver

data source | QSC ACK—quantum channel— QSC ACK |data readout

(b)

Fig. 1. General block schemes of (a) quantum key disiobuind (b) quantum secure communication.

In Fig.1, QSC ACK and QKD ACK are sets of devicasilitating the implementation of (i, ii, iii),
i.e., detection, generation, processing of quargarticles, and acknowledgment of the quantum chan-
nel security, for the needs, respectively, of Q8& @KD.

Though both QKD and QSC provide security as gredha other, they could introduce a delay to
the information transfer due to their exhaustiveesdropping check procedures. That especially holds
for QKD-involved communications having not only ckg@rocedure but also encryption and decryption
processes, which further roll out in time the comination process. For this reason, QSC-involved
communication is thought to be more efficient wiglspect to the time frame, i.e., not as cumbersome
as QKD-involved one. So, in the lines hereaftersivall concentrate on QSC type of schemes, which
draw more and more attention in the recent years.
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Up to the present relatively many schemes for quargecure communication have been worked
out (Hassanpour, 2015; Joy, 2017; Liu, 2013; L@@§,7; Yan, 2004; Zhang, 2017), taking into account
the fact that the field of quantum communicatioreially juvenile.

In QSC, (iii) can be realized in two ways: (*) esty quantum translation; (**) quantum translation
supported by classical one. In this regard, QSd\vsled into two classes of protocols, as shown in
Fig.2: quantum secure direct communication (QS@), 2013; Long, 2007; Zhang, 2017) for which
(*) holds, and deterministic secure quantum comigation (DSQC) (Hassanpour, 2015; Joy, 2017;
Yan, 2004) for which (**) holds. In other words,time former the message to be kept in secretesttijr
translated over a quantum communication chanredljtha transmission without resorting to enciypti
and auxiliary classical channels, whereas in ttierléhe secret message translation resorts tq asin
least 1-bit auxiliary classical channel.

Quantum cryptography

QKD QscC

QSDC DSQC

Fig. 2. General classification of quantum secure commtioicachemes.

3 Comparison of distinct quantum secure communication models

In order to make the comparison between the twdskof quantum secure communication models,
we shall first choose a representative for eachamukethen contrast them. The differences between th
protocols will be evaluated by three factors tariteoduced in the section. This will enable us taken
inference about which kind of QSC is more apprdpria

To begin with, it is the representative of eactdkan QSC that we wish to specify before comparing
the two distinct models. For QSDC a superdensengatiheme (Liu, 2013; Wang, 2005) in its simplest
form (when two qubits are used) is chosen. Itésrsecutive transfer of quantum systems, as between
two transfers an eavesdropping check takes platignk out that this type of scheme is the most em
nent. For DSQC a teleportation scheme (Yan, 2004hosen, as the most significant. It is an infor-
mation transfer without resorting to actual tratiska of the quantum systems carrying the data. For
such information process to be achieved an interattetween the carrying system and the quantum
channel must be executed as well as an auxiliassadal is to be availed of. The eavesdroppingkchec
is performed before putting into effect the intéi@t just mentioned. There exist different types of
teleportation schemes such as those reviewed n 204.7; Yan, 2004), which are defined by their
features: type of quantum channel, amount of in&diom transferred per one procedure, number of
check processes per one procedure. Since theeatitfézatures lead to different efficiencies, tHe-te
portation schemes are assumed to differ mainlyficiency, as can be seen in (Joy, 2017). Therefore
we pick as a representative of the direct secuamtgun communication class the superior one in this
respect, that is, the setup introduced in (Joy7201

The comparison consists of evaluating and contrggtie different protocols in terms of three pa-
rameters — resource efficiency, check efficienog security, as shown along the following line shis
section.
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3.1 Resour ce efficiency

The resource efficiency is an important economitdiahaving an important role in one’s choosing
an appropriate model for deployment in practice. dieantum secure communication protocols, this
efficiency is defined by the ratio of securely skating amount of information to the amount of ctuam
resources and classical ones supporting themeiiétare any, necessary for secure communication to
be attained. Therefore, it is given by the expmséCabello, 2000; Joy, 2017)

Ny = bs/(q: + by), 1)

whereb, being the secure information, in bits, translatgdindb, being the qubits and bits, respec-

tively, used to facilitate sendirig in a secure manner. Having presented this faetous now evaluate

it for the different QSC models so that we couldhpare them. In accordance with (Long, 2007), we
find for the super-dense coding (QSDC represempthat its resource efficiency resides in the @alu

1, i.e., the maximally possible one. Accordinglgsed on (Joy, 2017) we obtain for the teleportation
based scheme (DSQC representative) a resourcieefjcof 0.4 (40%).

So, taking into account the above, we can arrividattin this respect QSDC is assumed to signifi-
cantly excel DSQC, i.e., the former is much moreneenically efficient than the latter. This is dwe t
the fact that the QSDC schemes exploit only quarghamnels, unlike DSQC in which both quantum
and classical channels are involved in the proogsecure information translation.

3.2 Check efficiency

Since the eavesdropping check process plays arrtamp@ole in every quantum secure communi-
cation protocol, it would be of great benefit fareoto be able to assess the efficiency of thendisti
protocols with regard to this process in order ¢ateast them. To do so, in the following, we shall
introduce a parameter giving an account of thengéxte which a particular protocol has an efficient
check process performance.

The parameter of concern, denotedjpyis defined by the ratio of the number of bitssferred in
the (overall) secure communication,, to the number of check processes carriedmutThat is, it is
given by

Ne = Np/nc (2

and calleccheck efficiencyLet us now make the comparison of QSDC and DS@@gols with regard

to this efficiency, as we calculate the lattertfa two cases: super-dense coding and teleportiatisad

scheme. According to (Long, 2007), as can be ewsiified, the super-dense coding protocol haskhec

efficiency of value 1. For the teleportation-bagsQC (Joy, 2017) this type of efficiency resides in

the same value — for securely transferring two diitsformation, two check procedures are necessary
So, with respect to the parameter recently intredurere DSQC and QSDC can be assumed to be

on equal terms.

3.3 Security

Previously, we evaluated and contrasted the efffdtés of different types of secure quantum com-
munication. Let us now proceed with the securityhef distinct models.

Providing information security in the quantum conmications is based mainly on eavesdropping
check process. As said earlier, it enables detgthi@ presence of an intruder in quantum communica-
tion connection. The security is more preciselyedetned by whether the check process is effective
and implemented at the right time. QSDC is a schiem¢hich the secure communication is achieved
by modulating the quantum channel with respechw®ibformation desired to be conveyed over it,
whilst DSQC is a scheme in which the secure comaation is achieved by modulating quantum sys-
tems interacting with the quantum channel. Modntathe quantum system, we are able then to modu-
late the channel by carrying out the interactiotwieen the system and the channel. The advantage her
is that the information translation can be execati¢el doing eavesdropping check of the channd. It
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known that both modulations enable effective chedcesses to be carried out, that is, a detecfion o
intruders is possible regardless of the attackg lnuench (Joy, 2017). However, the second condition
well-timed check implementation — for a quantum ommication to be secured is not fulfilled by the
QSDC protocols (Long, 2007). That being the caseabse in QSDC only two out of the three processes
inherent to quantum communication procedure aréemented: in a somewhat extent (i) and (iii) are
combined, that is, they are executed together, ©hisne hand, leads to higher resource efficicimaly,

on the other hand, also to dropping off the le¥edaxurity to some extent. For this reason, the QSD
is assumed to be less secure on account of tthe¢st not allow thorough performing the eavesdrappin
check before the data to be translated. To putriply, there is liable to be information leakage in
performing QSDC protocols.

3.4 Conclusions

In brief, as summarized in Table 1, we have fourad QSDC excels DSQC in resource efficiency,
which is a really important parameter in econoraitniis and is on par with the latter in terms of &hec
efficiency, it fails in security. On the ground tliathe cryptographic world the secureness ofhes®
is of utmost importance, we are thus forced to kafecthat even though QSDC may seem superior,
DSQC is a more satisfactory model. This is judlifiy the fact that it shines brighter in the most i
portant task the primitives are made for — presgrtine confidentiality of communications.

Table 1. Comparison summary.

Resour ce efficiency n, Check efficiency . Security
Superdense coding (QSDC) >> Teleportation (DSQE) QSDSQC QSDC < DSQC
_ Leakage of information is
1>>0.4 1=1 probable in QSDC

4 Summary

In short, we present in a brief manner the exigtiraminent quantum tools, in particular, the quan-
tum secure communication models, for confidengigliteservation. Also, we compare the existing dis-
tinct quantum secure communication schemes in tefrtisree factors. In doing so, we arrived at the
conclusion that DSQC is better than QSDC, for #eson that the former provides greater information
security, more precisely, privacy, though it is astefficient as the latter.

Based on the foregoing, in our future work, we matéo concentrate on working out a direct secure
guantum communication protocol being both secudeedficient, as its resource efficiency approaches
that of quantum secure direct communication models.
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